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Abstract

This study aims to better understand transnational computer fraud in Vietnam utiliz-
ing crime script analysis. Data from criminal profiles and in-depth interviews with
investigators were combined, and the results showed that Vietnam could become an
operational base for both domestic and foreign criminals to implement transnational
computer fraud. This type of fraud, which includes crimes with only minor tech-
nological elements and those involving almost entirely technological factors, rep-
resents the intersection of fraud, transnationality, and technology. Technology can
support criminals in defrauding victims transnationally without the need for direct
interaction. Moreover, the study clarified the different roles of Vietnamese and for-
eign offenders in the two types of transnational computer fraud: bank card data fraud
and phone scams. As the first study of this nature implemented in Vietnam, this
research contributes to the knowledge of computer fraud, especially in Asia, provid-
ing a foundation for future investigations related to this kind of cybercrime.

Keywords Transnational computer fraud - Crime script analysis - Bank card data
fraud - Phone scams - Vietnam

Introduction

Vietnam is considered one of the emerging operational centers for cybercrime
along with Brazil, India, and North Korea (CSIS and McAfee 2018), because it is
both host to and victim of transnational cybercrime as evidenced by the unfavora-
ble statistics of cybercrime-related cases originating from and directed at Viet-
nam (Nguyen 2020). In May 2013, a US$200 million worldwide credit card fraud
ring run by Vietnamese criminals was infiltrated through cooperation between
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the High-tech Crime Police (HTCP) Department of Vietnam, the Serious Organ-
ized Crime Agency (SOCA) of the UK, and the Federal Bureau of Investigation
(FBI) of the US (FBI 2013; HTCP Department 2013). The arrest information
immediately appeared in many Vietnamese and international newspapers. Reu-
ters, for example, cited a SOCA official’s description of the case as “one of the
world’s major facilitation networks for online card fraud” (Flitter 2013). Vietnam
has recorded notorious cases of transnational computer fraud in which fraud-
sters located in Vietnam cheated millions of dollars from global victims (HTCP
Department 2015, 2017).

Given this serious situation, perceptions surrounding transnational computer
fraud in Vietnam are vital. At present, the modus operandi and structure of cyber-
crime networks have become a focus area within criminology and policymaking
worldwide (Bossler and Berenblum 2019; Leukfeldt, Kleemans, et al. 2017a, b;
Leukfeldt, Lavorgna, et al. 2017a, b; Ngo and Jaishankar 2017). However, little
information has been published about methods of transnational computer fraud
conducted by cybercriminals in Vietnam. The existing literature presents trans-
national computer fraud as among the most prevalent forms of Internet crime, in
which perpetrators develop a scheme using one or more elements of information
communication technologies (ICT) to defraud transnational victims (see Nguyen
and Luong 2020). Accordingly, technology plays an important part in the modus
operandi of transnational computer fraud, which makes its nature different from
traditional fraud (Nguyen and Luong 2020). However, previous studies on com-
puter fraud have not discussed in detail the role of technology within its modus
operandi. Moreover, while studies on computer fraud are popular in the North
American and European context (for example, Holt and Lampke 2010; Hutchings
and Holt 2015; Leukfeldt 2014; Leukfeldt, Kleemans, et al. 2017a, b; Peretti 2008;
Soudijn and Zegers 2012), there is a dearth of research that analyzes its methods in
Asia, especially Vietnam.

Against this backdrop, the present work discusses specific methods employed
by cyber fraudsters in the Vietnamese context. Besides presenting the distinc-
tive characteristics of transnational computer fraud in Vietnam, the paper also
focuses on technological factors exploited by fraudsters to defraud transnational
victims. This paper addresses the question, “How is transnational computer fraud
implemented in the Vietnamese context?”’. To answer this question, the study uti-
lizes crime script analysis of Vietnamese case studies and interviews with cyber
police officers. Crime script analysis can provide comprehensive insight into the
entire process of crime commission, as well as propose counter-crime strategies
(Dehghanniri and Borrion 2019).

This paper includes eight main sections. After the introduction, the context of
transnational computer fraud in Vietnam is presented, followed by the extant lit-
erature on computer fraud and the current theoretical framework. Next, the meth-
ods used to collect and analyze the data are described. The subsequent section
presents the findings through the crime scripts of two types of transnational com-
puter fraud, while the final two sections discuss the remarkable characteristics of
its modus operandi in Vietnam.
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The context of transnational computer fraud in Vietnam

Cybercrime can be viewed as a continuum in which some crimes feature only
minor technological elements and others almost entirely technological elements
(Gordon and Ford 2006). Representing one specific type of cybercrime, computer
fraud or cyberfraud can possess three levels of cybercrime: cyber-assisted, cyber-
enabled, and cyber-dependent aspects (Levi et al. 2017; Wall 2005). At the lowest
level are cyber-assisted crimes, in which ICT is simply used to assist the crime.
Next, cyber-enabled ones are traditional crimes that can be transformed in their
scale and degree by the adoption of ICT. At the highest level, cyber-dependent
crimes can be conducted only with the use of ICT. This study focuses upon cyber-
enabled fraud with two types: bank card data fraud and phone scams.

Computer fraud behaviors are often considered the final stage after a series of
earlier deviant acts. In particular, fraudsters gain access to cardholder funds after
completion of a hacking, phishing, or skimming case aimed at stealing bank card
data (Peretti 2008). Similarly, with phone scams, victims lose money following
fraudulent calls in which phishing techniques are often applied to steal victims’
information (Choi et al. 2017; Lee 2020). In some situations, therefore, phone
scams may be known as “voice phishing” or “vishing” (Lee 2020). In Vietnam,
the term “phone scam” is predominantly applied to one type of computer fraud
in which computers (or other digital devices) and the Internet are used to con-
duct fraudulent “Voice over Internet Protocol” (VoIP) calls to gain access to vic-
tims’ money (Nguyen and Luong 2020). This study examines the entire process
of computer fraud: before, during, and after cyber fraudsters obtain money from
transnational victims of bank card fraud and phone scams in Vietnam.

Vietnamese criminal policy clearly distinguishes computer fraud from traditional
fraud. Computer fraud, regulated by Article 290 of the 2015 Penal Code, involves
high-technology factors. Unlike old-fashioned fraud regulated by Article 174, com-
puter fraud is driven by sophisticated techniques of ICT to trick victims and gain
benefits. For example, if normal calls are used to defraud victims, the suspects are
charged with traditional fraud under Article 174. Whereas, if VoIP calling systems
are applied, phone scammers may be prosecuted for computer fraud under Article
290, which carries a more severe punishment. The high-technology factor means
cybercrime can fall under stricter penalties compared with respective traditional
crime. Moreover, the Vietnamese Government has recently shown a strong deter-
mination to cooperate with the international community in combatting transnational
cybercrime (Nguyen 2020). By ratifying international instruments, such as the 2000
United Nations Convention against Transnational Organized Crime, the 2003 Cyber-
security Strategy of APEC, and the ASEAN Declaration to Prevent and Combat
Cybercrime presented at the 31st ASEAN Summit, Vietnam adopted international
standards into its domestic criminal legislation related to transnational cybercrime.
Accordingly, transnational crime is defined as involving more than one state in its
preparation, planning, direction, control, execution, or impact (Thuan 2018). Com-
batting transnational cybercrime and ensuring cybersecurity are currently among the
highest priorities of the Vietnamese police force (Lam 2020).
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However, Vietnam is still one of the countries facing the worst publicity related
to cybercrime, especially computer fraud (Lusthaus 2020; Nguyen 2020). In recent
years, transnational computer fraud utilizing various crime scripts has become an
increasing threat in Vietnam (Ministry of Public Security 2020). The mattfeuter
websites, operated by Vietnamese hackers from 2007 to 2013, were regarded as one
of the world’s major carding forums (FBI 2013; HTCP Department 2013); they had
approximately 16,000 members who made at least US$ 200 million in bank card
charges (HTCP Department 2013). Many other Vietnamese carding forums, such
as vefamily, hkvfamily, and vietexpert, were used as “virtual meeting points” for
hackers and potential criminals (HTCP Department 2010, 2011, 2014, 2015). Viet-
nam is one of the top countries in terms of hacking capabilities, in which the local
community of “black hat” hackers poses dangerous transnational threats (Lusthaus
2020). Vietnamese hackers have attacked and used a foreign credit card database
to steal money (HTCP Department 2010, 2013, 2014, 2015). More recently, Viet-
nam has had to cope with an increasing number of phone scams (Ministry of Public
Security 2020). In the first half of 2020, the country’s police forces received 776
reports about computer fraud, which caused the loss of trillions of Vietnamese Dong
(VND) (Ministry of Public Security 2020). Remarkably, 65% of these reports were
related to phone scams in which offenders pretended to be law enforcement officials
to defraud victims (Ministry of Public Security 2020). To cope with transnational
computer fraud, suitable counter-strategies must be designed and put into practice.
However, the lack of knowledge on its modus operandi may hinder the fight against
this crime. Filling this gap can assist law enforcement agencies (LEAs) in Vietnam
and other countries to both prevent and investigate transnational computer fraud as it
has become a global threat.

Commission of computer fraud

Cyber fraud has become a global threat due to the widespread application of ICT
(The National Fraud Center 2000). The unprecedented ICT revolution has allowed
the remote commission of cyber fraud, via the Internet and wireless communica-
tions. Cyber fraudsters no longer need to travel cross-border with visas and passports
to approach victims; however, they can still cause serious financial losses (Goodman
2010). One type of computer fraud, bank card fraud, for example, led to the global
loss of more than US$27 billion in 2018 and is predicted to reach over US$35 bil-
lion in losses by 2023 (HSN Consultants 2019). To explore the nature of computer
fraud, previous international studies have provided notable insights into the commis-
sion of crimes in other regions. Certain works (for example, Choi et al. 2017; Holt
and Lampke 2010; Hutchings 2014; Hutchings and Holt 2015; Lee 2020; Leukfeldt
2014; Leukfeldt, Kleemans, et al. 2017a, b; Peretti 2008; Shin 2018; Soudijn and
Zegers 2012) have shown that cybercriminals participating in networks use various
forms (e.g., phones, emails, and banking) and aspects of technology to defraud their
victims. At least two types of criminal networks commit Internet fraud. Technology
maintains an important position in the first group, described by Soudijn and Zegers
(2012); whereas social ties play a more significant role in the second, analyzed by
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Leukfeldt (2014). The difference between these cybercriminal networks is further
highlighted by the degree of their technology use, from high-tech to low-tech net-
works (Leukfeldt, Kleemans, et al. 2017a, b). However, few studies have presented
an in-depth discussion of the role of technology in defrauding the cross-border vic-
tims of transnational computer fraud, particularly in the Asian context.

Credit card fraud is among the prevalent forms of cyber fraud that have received
scholarly attention. For example, Peretti (2008) presented a general background on
notorious carding organizations in Europe and North America and their methods
of committing bank card fraud. Fraudsters use online forums as “offender conver-
gence settings,” where cybercriminals meet to buy and sell stolen data (Holt 2013;
Holt and Lampke 2010). Data extracted from online forums, as well as certain crime
scripts of bank card fraud, have been analyzed by many Western researchers (Hao
et al. 2015; Holt 2013; Holt and Lampke 2010; Hutchings and Holt 2015; Soudijn
and Zegers 2012) to reveal insights regarding their content.

Although phone scams have become a growing social problem in Asia, few stud-
ies have examined this type of computer fraud (Choi et al. 2017). Shin (2018) noted
that phone scams developed by Taiwanese criminal gangs continue to evolve and
pass through China, Southeast Asia, Africa, and even South America. Such phone
scams have unique characteristics when compared with traditional fraud (Choi et al.
2017). Additionally, Lee (2020) explored the paths taken by money mules from
pre-criminal behaviors to their participation in phone scams in South Korea; how-
ever, the author did not discuss how victims are defrauded, which is one of the main
stages of cyber fraud.

As one type of transnational cybercrime, cyber fraud attacks can be conducted
from anywhere worldwide through network systems (Goodman 2010). It is argued
that innovations driven by the Internet and modern technology will move from
developed areas with strong digital economies in North America and Europe to
emerging countries in Latin America, Africa, and Asia (The Internet Society 2017).
Accordingly, criminals can increasingly exploit ICT innovations to defraud vic-
tims in these developing countries. Transnational computer fraud has become a real
threat to some developing Asian countries like Vietnam (Broadhurst and Chang
2012; Lusthaus 2020; Nguyen 2020). Foreign cyber fraudsters attack Vietnamese
victims, while domestic fraudsters attack foreign victims (Nguyen 2020; Nguyen
and Luong 2020). Understanding the nature of cybercrime is necessary to develop
strategies against such behaviors (Bossler and Berenblum 2019; Ngo and Jaishankar
2017). Contributing to the existing knowledge about computer fraud, the present
study uses crime script analysis to clarify two forms of transnational computer fraud
in the Vietnamese context: bank card fraud and phone scams.

Crime script analysis
Crime script analysis was developed by Cornish (1994) and provides an effective
framework for understanding all stages of the crime commission process. It iden-

tifies a crime as a process occurring over time, rather than a single event, to bet-
ter clarify criminal opportunities that offenders use during the commission of a
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crime (Dehghanniri and Borrion 2019). Crime scripts function in stages (or “script
scenes’””) from preparation to post-activity, and include offenders (or “actors”) and
“scripted actions” (Cornish 1994; de Bie et al. 2015). These components generalize
the modus operandi of a crime with a sequential flow (Cornish 1994).

Crime script analysis is not simply a descriptive tool; it also supports the develop-
ment of effective situational crime prevention strategies (Dehghanniri and Borrion
2019). By identifying key scenes, crime script analysis supports LEAs to clarify and
intervene in the weak spots of a crime with the purpose of changing potential offenders’
acknowledgment of its rewards and risks (Dehghanniri and Borrion 2019). Owing to
these advantages, crime script analysis has been increasingly applied in the analysis of
both territorial crime and cybercrime (see Dehghanniri and Borrion 2019). It has also
been adopted in the analysis of some forms of cyber fraud, such as phishing (Leukfeldt
2014), identity fraud (Lee 2020), and credit card fraud (Meijerink 2013; van Hardeveld
et al. 2016).

As mentioned above, international research on computer fraud has focused
mainly on the American and European contexts; however, little is known about com-
puter fraud in Asia, especially in Vietnam, which serves as a cybercrime hub in the
region. More research into the modus operandi of computer fraud is required to map
counter-strategies. As a follow-up to the extant studies on cyber fraud, the present
study utilizes crime script analysis to clarify two types of transnational computer
fraud in the Vietnamese context. In particular, it aims to explore how cyber fraud-
sters are involved in criminal activities, as well as what tools and techniques are
used to defraud transnational victims. Examining these processes may assist LEAs
in the design and application of counter-crime strategies against transnational com-
puter fraud.

Method

This study applied a multiple qualitative approach to analyze the modus operandi of
transnational computer fraud. Data were extracted from 20 case studies and in-depth
interviews with 14 cyber police officers at both central and provincial levels. Crime
script analysis was then used to clarify the process of Internet fraud commission.

There is no central registration system in Vietnam that provides a quick overview
of all criminal cases; therefore, case studies were selected via snowball sampling.
Using the Police Academy’s personnel database, the author asked Vietnamese cyber
police officers whether they knew of any transnational computer fraud cases investi-
gated by their organization or other organizations between 2010 and 2018. Through
their recommendations, the researcher established relationships with investigators
responsible for these cases. Thereafter, with official authorization letters signed by
the Director of the Police Academy, the researcher could access the investigation
files, including both confidential and public documents. Semi-structured interviews
were conducted with the investigators who were responsible for these cases.

In total, the author obtained 20 cases that were investigated by the HTCP
Forces between 2010 and 2018. Nine cases were investigated at the central level
by the HTCP Department (now the Department of Cybersecurity and Counter

@ Springer



232 Trends in Organized Crime (2022) 25:226-247

High-tech Crime) and 11 cases were processed by provincial police forces. The
modus operandi of these 20 cases can be divided into bank card data fraud and
phone scams (see Table 1). The 12 cases of bank card data fraud can be further
divided into two sub-categories: using bank card data for online purchases and
producing counterfeit cards.

Data collection was complemented by semi-structured interviews conducted
with 14 cybercrime investigators. Among the investigators, one had covered
two cases, two had been involved in three cases, and the rest had conducted one
case each. In-depth interviews provided primary data, which was supplemented
with the data from official documents. Some participants shared valuable infor-
mation that was not shown in the investigation documents. All participants were
informed of the study purpose and gave their oral/written consent to take part. To
respect human rights and protect confidentiality, all real names of cases, suspects,
and interviewees were coded with letters and numbers.

As a foundational method of qualitative analysis, thematic analysis is widely
used to identify, analyze, and report themes (or patterns) in research (Braun
and Clarke 2006; Joffe and Yardley 2004). In this study, an inductive approach
was applied to find patterns for analyzing the modus operandi of transnational
computer fraud. As such, six phases recommended by Braun and Clarke (2006)
were employed to define and analyze the themes. Adapting the suggestions from
Cornish’s (1994) crime script analysis, with appropriate adjustments to link to
the current data, the three final themes were “preparation,” “activity,” and “post-
activity,” which represent certain primary stages (or “script scenes”) of crime
commission. At each stage, cyber fraudsters perform “scripted actions” to com-
plete the crime; therefore, based on specific data about “scripted actions,” two or
three sub-themes were added to support the two main themes of “preparation”
and “activity” (see Table 2).

Findings

The crime scripts of the two forms of transnational computer fraud in Vietnam
are shown in Table 2.

Table 1 Sample cases

Cases Modus operandi

C01, C03, C04, C05, C07, C0O8 Using bank card data for Bank card data fraud
online purchases

Co06, C09, C10, C13, C19, C20 Using bank card data to
produce counterfeit cards

C02, Cl11, C12, C14, C15,C16,C17,C18 Phone scams
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Table2 Modus operandi of transnational computer fraud

Stage Scripted actions: Bank card data fraud Scripted actions: Phone scams
Preparation Source bank card data Recruit members
- Skimming - Online recruitment
- Hacking - Offline recruitment
- Purchasing or obtaining data online Prepare tools and locations
Recruit money mules and other members - Prepare tools for setting up VoIP systems
- Online recruitment - Prepare locations with high security and
- Offline recruitment little attention

Prepare tools
- Prepare tools for masking real identity
- Prepare tools for obtaining illegal money

Activity Online purchases Make fraudulent calls to victims
- Buy and ship carded products from the - Pretend to be LEAs to threaten victims
US to Vietnam - Implement e-commerce fraud
- Buy software and domains Receive illegal money
Counterfeit cards - Transfer via many intermediate bank
- Withdraw cash directly at ATMs accounts
- Implement transactions via POS terminals
Post-activity ~ Flee Flee
Bank card data fraud

Source bank card data

Sourcing bank card information is usually only the first step in a series of illegal activities
in the underground economy (Hao et al. 2015). Among the list of identity theft meth-
ods revealed by Peretti (2008), fraudsters carried out skimming and hacking techniques
in Vietnam. Phishing, which was evaluated as the main method of obtaining bank card
data by European and American fraudsters (Leukfeldt, Kleemans, et al. 2017a, b; Peretti
2008), did not exist among the Vietnamese sample cases in the present study. In Viet-
nam, culprits obtained bank card data directly from automated teller machines (ATMs) by
using skimming devices or from websites via hacking techniques. However, stealing bank
card data was not frequent among fraudsters in Vietnam, and most sourced this informa-
tion by purchasing it online from hackers.

The skimming technique, in which fraudsters clone bank cards to withdraw cash
at ATMs, only appeared in case C20. All four fraudsters in this case were Chinese.
Investigation documents showed that they had brought skimming devices from out-
side Vietnam. After determining the location of a suitable ATM that attracted many
customers, they set up these devices in the afternoon or evening. To prevent detec-
tion, they retrieved the devices after several hours before using special software to
decrypt and transfer the data to cloned cards.

Apart from skimming, hackers attacked foreign e-commerce websites to collect
bank card data that included card numbers, expiration dates, security codes, and
cardholders’ full names, addresses, and telephone numbers. This technique requires
high-tech skills; thus, only five Vietnamese professional fraudsters in the networks
in cases C03 and COS5 succeeded in implementing it. Automated tools were used
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to test the SQL injection errors of e-commerce websites; thereafter, Vietnamese
hackers exploited these errors to gain unauthorized access to websites and collect
customers’ bank card data. In case C03, two offenders (C03-No.01 and C03-No.13)
obtained approximately 2,000 items of credit card data with the SQL injection tech-
nique. More seriously, another offender (C03-No.08) stole 100 megabytes of data
which stored about 4 million pieces of card data.

While only a few fraudsters executed hacking techniques, many cybercriminals
exchanged, purchased, and even freely received bank card data on underground web-
sites or from other criminals via Internet communication methods. Many hacking
forums that were infiltrated and closed by Vietnam’s HTCP Forces from 2010-2018,
such as vefamily.com (case C03), mattfeuter.cc (case C04), and vietexpert.info (case
C05), were all managed by Vietnamese hackers. As a trustworthy member of these
websites, one had the privilege to access free sources of card data; however, the
quality of such data was often low. There was a high probability that multiple fraud-
sters would use the same piece of data, therefore causing the victim to recognize the
multiple suspicious transactions. If fraudsters wanted higher-quality card data, they
bought them directly from trustworthy suppliers on hacking forums. The price of
bank card data was often in the range of 0.3-3 USD/piece. The most popular pay-
ment method was via digital money services (e.g., LR, Western Union, WMZ, Pay-
Pal, or bank transfer services).

In all five groups that made fake transactions via point-of-sale (POS) terminals,
the core fraudsters were provided with bank card data by others. However, the
payment mechanism for card data providers differed from that of online purchase
groups. In cases of POS transactions, culprits contacted each other mainly via QQ
messaging software to obtain credit card data. Depending on the deal, card data
providers often received 40% of the illegally obtained money after the fraudulent
activity was complete. Within these groups, only a small amount of card data were
exchanged among members in comparison with the online purchase groups.

Recruit money mules and other members

There are several positions inside cybercrime networks, including core members,
professional enablers, recruited enablers, and money mules (Leukfeldt, Kleemans,
et al. 2017a, b). Core members initiate, direct, and/or manage other members to
implement cybercrime. Meanwhile, enablers are responsible for providing core
members with services such as hacking tools, and money mules are recruited to
receive illegal money or products to potentially interrupt LEAs’ financial investiga-
tions into core members. Money mules, thus, play a very important role in fraud net-
works, and, in the sample cases, core offenders employed many methods to recruit
the mules and other members.

In the fraudulent online purchase networks, money mules are responsible for
receiving products that had been ordered with stolen credit cards. Afterward, they
reship the packages to the core members; thus, they are also known as “reshipping
mules,” “shipping mules,” “parcel mules,” or “drops” ( Hao et al. 2015; Hutchings
2014; Peretti 2008). In Leukfeldt, Kleemans, et al.’s (2017a, b) model, these roles
are all considered “money mules.” In the present study, the term “money mules”

EEINT3

@ Springer



Trends in Organized Crime (2022) 25:226-247 235

was used to refer to any individual who receives and then transfers illegal money or
products.

In bank card data fraud networks, money mules are often indispensable actors
(Hao et al. 2015; Peretti 2008; Soudijn and Zegers 2012). Like any organized tra-
ditional criminal group, however, cybercriminal networks are faced with a short-
age of active money mules, and many methods have been developed to recruit them
(Soudijn and Zegers 2012; Tropina 2012). In fraudulent online purchase networks,
the use of money mules allowed core members to reship overseas merchandise to
Vietnam, as many foreign e-commerce websites did not include services that would
sell valuable products directly to Vietnam. The Internet was the first choice to
recruit money mules, and virtual forums became convergence settings where supply
and demand could meet (Leukfeldt 2014; Soudijn and Zegers 2012). Vietnamese
core fraudsters also recruited foreign money mules through online advertisements.
Money mules were convinced that they could earn money easily by receiving and
reshipping products. Therefore, many were willing to participate in fraudulent net-
works without knowing the real purpose of their activities.

In contrast, offline recruitment was used mainly in the networks that produced
counterfeit cards. Recruitment activities were based on real social relationships
between core members, recruited enablers, and money mules. In network C13, for
example, the core actors (C13-No.01, C13-No.02, C13-No.03, and C13-No.04) were
close friends. One core actor (C13-No.02) asked a recruited enabler (C13-No.05)
to find POS terminals, and the enabler (C13-No.05) then borrowed POS terminals
from his friends. The same method was applied by other networks that used POS
terminals (C10 and C19). Nevertheless, LEAs usually failed to find enough evidence
to prove money mules were aware of their criminal behaviors.

Prepare tools

Apart from sourcing bank card data, cyber fraudsters had to prepare the necessary
tools to implement fraudulent activities. Criminals have always tried to find suit-
able ways to prevent detection by LEAs while gaining illegal benefits. When operat-
ing online, the cyber fraudsters masked their real IP addresses, which could have
revealed their physical location. Moreover, changing IP addresses also aims to pre-
vent detection by e-commerce websites that do not allow transactions from Vietnam.
Core fraudsters exploited fake IP software or virtual personal networks to change
these IP addresses, and tools for hiding real IP addresses were provided mutually by
criminals or bought from developers. Some professional core fraudsters also used
stolen email accounts for fraudulent transactions, and Vietnamese hacking forums
had sections where members could discuss and exchange these fake IP protocols and
stolen email accounts.

In cases of counterfeit cards, fraudsters had to find card samples, card writers, and
software to print them. For example, in case C06, a Chinese offender (C06-No.01)
entered Vietnam in 2013, then cooperated with Vietnamese criminals to produce
counterfeit bank cards using two card writers, MSR208 and M90. In case C13, crim-
inals also used two card writers, YKL608 and MSR609. It was not difficult to find
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these tools because they were used frequently and legally in many areas, such as
financial services, business, and education.

After collecting bank card data, fraudsters must find a suitable way to appropri-
ate money from victims’ bank accounts (Peretti 2008; Soudijn and Zegers 2012).
Peretti (2008) clarified four types of carding: “online carding,” “in-store carding,”
“cashing,” and “gift card vending.” The analysis of Vietnamese case studies showed
that three forms existed in this context, each with different characteristics. In “online
carding,” offenders used stolen bank card data to make online purchases. They also
used stolen bank card data to clone debit/credit cards to withdraw money at ATMs

(“cashing”) or conduct fake transactions through POS terminals (“in-store carding”).
Online purchases (“online carding”)

All six networks (CO1, C03, C04, C05, C07, and CO8) under the management of
Vietnamese core fraudsters used stolen debit/credit card information to buy prod-
ucts, software, or services online. In these cases, the most frequent method was the
use of bank card data to order high-value and lightweight products on American
e-commerce websites. Figure 1 illustrates the basic steps of buying and shipping the
carded products from the US to Vietnam.

First, using the technique of masking their real IP addresses, Vietnamese core
fraudsters purchased products online on foreign e-commerce websites, such as
Amazon and eBay, using stolen bank card data (1). Foreign shipping mules then
received products in the US before reshipping them to Vietnam via logistics compa-
nies (2); the core fraudsters used stolen bank card data to pre-pay shipping services
from these companies (3). Subsequently, via mail, core fraudsters provided shipping
mules with prepaid shipping labels that included the sender, recipient, and product
information (see Fig. 2).

Foreign i
e—cmmuerce%vebsites 2esHipmpEoducts Foreign shipping
—> mules
; .
. 4. Ship |
Hide real P products
addresses to buy i
1. Use products and avoid H e
stolen bank 5 osing, fcsd by Logistics | Ectends,
card data b law  enforcement companies relatives
for online forces
purchases {
- . :
"Use stolen bank card data 3. ilnp
for logistics services products
Core fraudsters 1‘ [ Shipping mules in J
« Vietnam '
J 6. Ship products L

Fig. 1 Crime scripts of bank card data fraud for online purchase at the “activity” stage
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Fig.2 A shipping label in case C03

Under the instruction of Vietnamese core fraudsters, foreign shipping mules
repackaged the merchandise, printed labels, and attached the labels to the products
before handing them to the logistics companies (4). In some circumstances, fraud-
sters’ friends or relatives might support them by bringing products from the US to
Vietnam. Shipping mules in Vietnam received the products (5) and then transported
them to the addresses provided by the core fraudsters (6).

In case CO8, besides buying products online, fraudsters also used bank card data
to buy domain names and software. The core offender (C08-No.02) used stolen
credit card data to buy the SugarCRM software and 34 domain names (including 25
international and nine Vietnamese domains (.vn)), which cost US$2,300. Almost all
domains were bought via the EuroDNS.com website.

Counterfeit cards

Stolen bank card data were also used to produce magnetic stripe cards to withdraw
cash directly from ATMs or implement transactions via POS terminals. Five out of
six cases of counterfeit card production were led by one Chinese leader. The remain-
ing case C13 was managed by one Korean and one Vietnamese leader. Only the Chi-
nese leader of CO6 maintained residence in Vietnam, while the remaining foreign
leaders entered Vietnam for short periods to operate scams. Under leader supervi-
sion, ATM withdrawals often occurred in the late evening. In case C20, for example,
offenders withdrew money from an ATM at midnight. The ATM was located outside
on the street and far from busy residential areas. Explaining the time of the transac-
tion, investigator 114 said:

In the late evening, bank card owners often sleep; so they do not read instant bank
messages that inform them about transactions. They often do not find out about the

@ Springer



238 Trends in Organized Crime (2022) 25:226-247

fraudulent transaction until the next morning when they wake up. This late-night
[activity] probably enables illegal behaviors to be undetected by victims, banks, and
LEAs. Moreover, Vietnamese banks limit the maximum daily transaction; therefore,
fraudsters often choose midnight to withdraw the maximum quantity of cash over
two days. (Interview #14).

The crime script of “in-store carding” in Vietnam differs from the form imple-
mented by European and American fraudsters (Peretti 2008), who use cloned bank
cards to pay for products and/or services at retail stores. In Vietnamese cases, cloned
bank cards were used to conduct fake transactions, which means that no products
and/or services were exchanged. Instead, there was often a handshake between core
fraudsters and POS owners to withdraw money from banks.

Flee

In cases of online purchases, there was no sign that criminals fled immediately after
committing the crime; they only absconded when they realized their illegal behav-
iors might be detected by LEAs. These criminals lived and/or worked in one spe-
cific location, which they could use to commit transnational computer fraud. How-
ever, in cases of counterfeit card production, fraudsters, especially core members,
often did flee immediately after obtaining the money. For example, C20—one of
the Chinese criminal networks—used skimming techniques to produce counterfeit
cards and withdraw cash at ATMs. The Chinese offenders migrated to Vietnam and
moved throughout multiple cities. As transient criminals, they only lived and oper-
ated in each city for several days before traveling to another location to continue
their operation.

Phone scams

Analysis of the eight phone scam networks revealed two types of important actors:
fraudulent callers and money mules under the management of foreign leaders. Thir-
teen out of 14 identified leaders were Chinese, Taiwanese, and Korean. Only one
leader was Vietnamese within a subgroup of Taiwanese leaders based in Taiwan. To
implement the entire phone scam process, the leaders of fraudulent networks needed
to recruit both callers and money mules.

Recruit members

Fraudulent callers were hired by network leaders to conduct scam VoIP calls to
victims. According to Leukfeldt, Kleemans, et al.’s (2017a, b) model, callers can
be regarded as core members who directly implement fraudulent calls to victims.
Working as “employees” of a company, they received salaries from leaders after
they finished a job and returned to their countries. Generally, in cases involving
foreign victims, foreign callers were recruited in their home countries before arriv-
ing in Vietnam. In cases involving Vietnamese victims, Vietnamese callers were
either recruited in Vietnam before moving to other countries under the direction of
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Chinese or Taiwanese bosses, or they could be recruited from migrant laborers liv-
ing in Mainland China or Taiwan.

There was little detailed information about how fraudulent callers were recruited.
Among all eight sample cases of phone scams, only case C12 provided clear infor-
mation about how callers were selected by the network’s leaders. Recruitment
occurred online via WeChat—a popular Chinese messaging and social media app.
In 2013, the Taiwanese recruiter made acquaintance with a Vietnamese offender
(C12-No.02) on WeChat. This Vietnamese offender was persuaded to go to China
to become a translator for C12-No.09 with a promised salary of 15 million VND/
month (equal to US$750). However, when C12-No0.02 met C12-No.09 in China,
C12-No.02 was trained to become a fraudulent caller. Two months later, C12-No.02
was assigned to become a recruiter of money mules after failing to conduct fraudu-
lent calls; after all, C12-No.02 had not been aware of their real job purpose until
meeting the recruiter.

Money mules were recruited to interrupt the financial trails that could lead LEAs
to core members (Leukfeldt, Kleemans, et al. 2017a, b; Leukfeldt, Lavorgna, et al.
2017a, b; Soudijn and Zegers 2012). Many money mules who used their identity
cards (cases C11, C12, C16, and C17) did not realize the true nature of their actions;
whereas, criminal money mules used counterfeit identity cards (cases C11, C14, and
C16) to open bank accounts. Financial benefits were the main motivation to become
a money mule, as a sum of money was paid for each bank account and successful
fraud case. In case C12, for example, the money mules (C12-No.04, C12-No.05,
C12-No.06, and C12-No.07) were paid from 1.5 million VND (about US$75) to 2.5
million VND (about US$125) per fraudulent bank account, as well as 5% of the total
fraud money, which was transferred to the money mules’ own bank accounts.

Money mules were recruited through online and offline processes, mainly based
on real social relationships with recruiters. The recruitment process began when net-
work leaders employed enablers who were later responsible for recruiting money
mules. In the sample cases, the interactions between leaders and enablers occurred
mainly online via WeChat and Facebook. Thereafter, these enablers developed a
network of money mules offline from their real social relationships, demonstrating
that such relationships still play a significant role in cybercrime networks (Leukfeldt
2014; Leukfeldt, Kleemans, et al. 2017a, b).

Prepare tools and locations

The investigation documents contained little detailed information about how fraud-
sters prepared tools to set up VoIP systems. However, as shared by investigator 102,
“It is not too complicated to find VoIP tools. There are legal service providers with
many VolIP plans that fraudsters can buy to implement fraudulent calls to victims.”
Migration is an important dimension of phone scams (Lee 2020). In cases involv-
ing foreign victims (C12, C15, and C18), foreign callers entered Vietnam to set up
VoIP calling systems. In these cases, all offenders and victims were Chinese, Tai-
wanese, and Korean. Whereas, in cases involving Vietnamese victims, Vietnam-
ese callers operated outside Vietnam under the direction of Chinese or Taiwanese
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leaders. Callers were divided into small groups living at specific locations, which
were commonly houses in uncrowded neighborhoods or isolated apartments. Sus-
pects enhanced the security at these locations by covering windows, installing
CCTYV cameras for surveillance, or even building iron fences around the property.

Fraudulent callers were provided with a list of potential victims’ phone numbers
by the network leaders. While the investigation files did not clearly show how fraud-
sters sourced these phone numbers, investigator 104 of case C11 revealed:

Fraudsters can purchase lists of phone numbers online. It is easy to obtain data-
bases of phone users in Vietnam as many providers sell them. Although Vietnamese
law prohibits the acts of purchasing and sharing private information, the protection
[of private information] has not been strictly guaranteed; therefore, purchasing pri-
vate information, such as phone numbers, is as easy as pie. Phone scammers can
make use of this situation to obtain a list of phone numbers of victims. (Interview
#04).

Make fraudulent calls to victims

Similar to cases in South Korea (Choi et al. 2017), fraudsters used a list of phone
numbers to make random calls to a large number of individuals. Under the direction
of phone scam leaders, fraudulent calls were implemented based on a continuous
script on which callers had been previously trained (see Fig. 3). Pretending to be law
enforcement officials, such as police officers, prosecutors, or court officials, was the
most frequent trick employed among cases involving Chinese, Taiwanese, and Viet-
namese victims. Fraudulent callers used VoIP calls to contact victims, pretend to be
authorities, and threaten victims about suspicious financial activity. After the vic-
tims were convinced, fraudsters requested that they transfer money from their bank
accounts to the money mules’ accounts. After the victims had transferred the money,
fraudsters could continue to extract money from the same victims until they detected
the truth.

v

Fraudulent callers Victims
2. Implement phone scam
calls via VoIP systems
1. Manage 3. Transfer
callers money
Phone scam leader Money mules

A

4. Cash outmoney & transfer

money

Fig. 3 Crime scripts of standard phone scams at the “activity” stage
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In contrast, in Korean case C15, fraudsters uploaded information about products
to Korean e-commerce websites or forums. When Korean customers attempted to
buy these products, fraudulent callers contacted them via VoIP calling systems from
Vietnam using fake numbers that seemed to originate from Korea. After customers
transferred money to purchase the goods, fraudsters ceased contact with them with-
out sending the products.

Receive illegal money

After victims sent money, it was withdrawn by money mules or a money mule
recruiter who played an intermediate role between money mules and phone scam
leaders. Money could also be transferred via many intermediate accounts before
finally being withdrawn by core members (see Fig. 3). Unlike the Korean case ana-
lyzed by Lee (2020), in Vietnamese cases, fraudulent money was withdrawn in dif-
ferent ways before being transferred to gang leaders. In case C11, money mules
(C11-No.03, C11-No.04, C11-No.05, C11-No.06, and C11-No.07) went to banks to
withdraw the illegal money immediately after being informed that victims had made
a transfer. Money mule recruiters (C11-No.01, C11-No.02) then sent this fraudulent
money to Chinese core members via many different bank accounts or a gold store. In
case C12, the money mule recruiter (C12-No.01) withdrew the fraudulent money at
ATMs, then brought it directly to another member (C12-No.02) who transferred it to
Chinese core fraudsters via intermediate banks.

Flee

There was no evidence that members of phone scam networks fled immediately after
their crimes. Scam callers could live together at one specific location for three to
six months without official registration. Subsequently, they moved to new locations
to live and implement further phone scams under the management of leaders who
could stay at these places. Therefore, these scam callers may be regarded as tran-
sient criminals. In contrast, money mule groups were based in one location as they
often lived and conducted their activities around a specific area. They were in charge
of opening bank accounts and withdrawing fraudulent money under the direction
of their recruiters. Some money mules, who were aware of their criminal purpose,
and the money mule recruiters often tried to escape when they suspected they were
under investigation by LEAs.

Discussion

Vietnam: An operational base for domestic and foreign cyber fraudsters

Vietnam can be regarded as an operational base for cybercrime, posing one of
the most serious criminal threats in Southeast Asia (CSIS 2018; Lusthaus 2020;

Nguyen 2020). This position is reinforced by both local and foreign cyber fraud-
sters operating in the country. Domestic hackers located in Vietnam can steal

@ Springer



242 Trends in Organized Crime (2022) 25:226-247

bank card data to obtain money from foreign victims. Only a small proportion
of Vietnamese fraudsters directly steal databases of bank card information, with
most buying card data in virtual domestic marketplaces or from professional
hackers. The crime script of buying products online and then shipping them back
to Vietnam is a frequent method of cashing out money. As foreign e-commerce
sites block transactions and deliveries related to Vietnam, Vietnamese fraudsters
adapt and find another suitable script to guarantee success; thus, [P-related tools
and foreign shipping mules support Vietnamese fraudsters in committing transna-
tional online purchase fraud.

Vietnam is notorious for its hacking community, since the hacking community
is well-developed and certain members have become “black-hat” hackers (Lusthaus
2020). In sample cases, only a few Vietnamese fraudsters stole bank card data them-
selves. However, the consequences were serious because a single Vietnamese hacker
stole a large amount of bank card data, then sold it to other fraudsters. In contrast
to American and European card fraud gangs (Leukfeldt, Kleemans, et al. 2017a, b;
Peretti 2008), Vietnamese hackers focus on exploiting the SQL injection errors of
foreign e-commerce sites to hack data. Owing to this technique, one Vietnamese
hacker can obtain thousands, even millions, of pieces of bank card data, which can
then be sold on virtual hacking forums and used to appropriate money from card-
holders. Such illegal behaviors may lead to a “snowball effect” which extends cyber
fraud networks. Bank card data buyers can use data for online purchases, or resell it
to others for profit.

In the case of phone scams, Vietnam can be considered an attractive location
for foreign culprits to enter and use the country’s sovereignty as a base for operat-
ing transnational scam calls. As border-crossing is a typical feature of transnational
crime, foreign scammers immigrate to Vietnam to make fraudulent calls back to
their own countries. In cases C02, C15, and C18, all offenders and victims were
Chinese, Taiwanese, and Korean. In these cases, the ICT infrastructure supported
foreign fraudsters in conducting phone scams from Vietnam to their home countries.

The possibility that Vietnam could become a major operational base for transna-
tional computer fraud is the result of multiple factors, such as the rapid development
of ICT and the slow progress of LEAs in crime suppression (Nguyen 2020). Google
and Tamasek (2018, p. 7) described Vietnam’s Internet economy as “a dragon being
unleashed,” with the annual rate of growth at over 40%. Many aspects of Vietnam-
ese society have adjusted quickly to the development of ICT, whereas Vietnamese
LEAs have faced big issues concerning policy, legislation, techniques, and human
resources in fighting computer fraud (Nguyen 2020). Some dangerous behaviors,
such as collecting bank card data, were just added to the 2015 Penal Code. This
means that before the 2015 Penal Code was enacted, it was difficult to prosecute
suspects who only stole bank card data, but did not have any further illegal intent,
or whose criminal purposes could not be proven beyond a doubt (Nguyen 2020).
Furthermore, Vietnamese hacking forums provided an ideal virtual setting for cyber-
criminals and potential criminals to discuss and share skills, tools, and bank card
data. Therefore, even if only a small proportion of these domestic hackers became
“black-hat” hackers, Vietnam would possess some of the most serious cybercrime
threats in the region (Lusthaus 2020). The “snowball effect” can turn normal
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individuals into cybercriminals who are not specialized in ICT but can obtain illegal
money via virtual space.

The comparison between the modus operandi of bank card fraud and phone
scams in Vietnam

From the pre-crime to post-crime stage, the crime scripts of bank card fraud and
phone scams in the Vietnamese context have much in common. First, in the prepa-
ration stage, fraudsters must recruit money mules and other auxiliaries to establish
a fraudulent network. They also need to prepare tools for obtaining victims’ assets
and/or reduce the likelihood of detection. Subsequently, cybercriminals must find
a way to cash out and transfer money into benefits for core fraudsters. Except for
cases of producing counterfeit cards, after appropriating illegal money, cyber fraud-
sters often do not escape immediately and seem confident that their illegal behaviors
are difficult for LEAs to trace. Moreover, in both types of computer fraud networks,
there are members recruited to support core fraudsters but who are unaware of the
real purpose of their activities. For example, money mules are recruited to receive
fraudulent products or money but often do not recognize that these are criminal
behaviors.

In general, transnational computer fraud is a form of financial crime anchored at
the intersection of three elements: fraud, technology, and transnationality. Among
them, technology facilitates the process of defrauding victims and influences the
transnational characteristics of criminal activities. In terms of technological fac-
tors, bank card data fraud is more high-tech than phone scams. In particular, sourc-
ing bank card data requires a high level of technological skill to allow fraudsters
to attack websites. Vietnamese fraudsters apply high-tech tools such as automated
software to test for errors, skimming devices to capture bank card data, and fake IP
tools. The automation of such tools not only improves the efficiency of experienced
attackers but can also expand the potential hacker community (IMPERVA 2008).
Further, technology allows core fraudsters to recruit enablers online, maintain com-
munication, and implement online transactions. In phone scams, technology is used
to enhance fraudulent activities by replacing traditional phone calls with VoIP call
systems. Like the concept of “old wine in new bottles,” technology enables fraud-
sters to call victims from other countries using fake phone numbers. As per the con-
tinuum illustrated by Gordon and Ford (2006), transnational computer fraud may
also include crimes with only minor technological elements, as well as those crimes
with almost entirely technological factors.

Similar to cases in The Netherlands (Leukfeldt, Kleemans, et al. 2017a, b), there
is a strict correlation between the extent of the technology used and the interac-
tion between offenders and victims. Compared with bank card fraud, phone scams
require a lower degree of technology but feature a higher degree of interaction
between offenders and victims. Offenders use VoIP calling systems to contact, per-
suade, and deceive victims to transfer money. However, bank card fraud cases do not
require any interaction between offenders and victims. In ATM-related cases, attack-
ers use skimmers to capture bank card data automatically, whereas when hackers
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attack websites, they can use SQL injection techniques to access customers’ bank
card data. Furthermore, a large number of fraudsters obtain bank card data from
underground websites or other professional enablers. In terms of cashing out, bank
card data can be used for online purchases or to produce counterfeit cards to with-
draw cash at ATMs or perform fake transactions via POS terminals. Thus, no direct
interaction occurs between fraudsters and victims (Hutchings and Holt 2015), which
means that technology plays an important role in the indirect interaction between
them (Leukfeldt, Kleemans, et al. 2017a, b).

Finally, there are differences in the roles of Vietnamese and foreign offenders
among specific types of fraud networks. In online purchase networks, Vietnamese
fraudsters are often high-level core actors within the criminal networks; foreigners
who play the role of enablers support Vietnamese criminal networks to ship prod-
ucts. In contrast, in counterfeit card and phone scam networks, Vietnamese offend-
ers are often low- or mid-level members, or they do not appear in criminal networks.
In these cases, Vietnamese criminals maintain their roles as money mules and
fraudulent callers under the direction of Chinese or Taiwanese bosses. Similar to
the cases analyzed by Lee (2020) and Shin (2018), Chinese or Taiwanese leaders
remain behind the scenes to operate transnational phone scam networks. In three of
the cases examined (C02, C15, and C18), all offenders operating in Vietnam were
foreign.

Conclusion

This study elucidated the process of transnational computer fraud in Vietnam using
crime script analysis to examine two types of crime: bank card data fraud and phone
scams. Vietnam is likely to become an operational base for both domestic and for-
eign criminals to conduct Internet fraud. The study found that transnational com-
puter fraud, as an intersection between fraud, technology, and transnationality, does
not require a direct interaction between offenders and victims. There are also certain
big differences in the modus operandi between bank card fraud and phone scams:
bank card fraud requires greater use of technology, and both types involve different
roles of Vietnamese and foreign offenders.

The study has practical implications for counter-cybercrime strategies. First, the
borderless nature of cybercrime means international cooperation must be a central
part of LEAS’ counter-crime strategies. Without close international cooperation
among LEAs, transnational computer fraud cannot be eradicated as technology
enables cybercriminals to easily commit it. Second, counter-cybercrime strategies
should emphasize prevention methods that raise citizens’ awareness. Any individual
can become a potential victim of transnational computer fraud, while investigations
surely face many obstacles because of the transnational and contactless character-
istics of this crime. Third, awareness-raising activities should aim to hinder the
recruitment of auxiliaries, especially money mules. Some members of transnational
computer fraud networks are not aware of their criminal behaviors. Lastly, according
to Vietnam’s criminal policies, proving the members’ awareness of their criminal
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purpose is important in deciding whether they bear legal responsibility; therefore,
LEAs must be fastidious in clarifying members’ awareness.

Although the study provided a unique view of computer fraud, there are some
limitations. First, the data were obtained through investigation files, which can be
influenced by investigators’ opinions and the limited abilities of LEAs. Furthermore,
there was an issue with missing data because of the international dimension of the
cases since many foreign fraudsters and victims could not be identified. Limited
information on certain aspects of the crime scripts of transnational computer fraud,
such as recruitment of fraudulent callers, sourcing of lists of potential victims’ phone
numbers, and fleeing should be clarified. In future research, it may be beneficial to
interview cyber fraudsters to clarify and refine these crime scripts. Finally, the find-
ings of this study might not be generalizable to other types of computer fraud or to
other countries, as only two types of transnational computer fraud—bank card data
fraud and phone scams—were analyzed in the Vietnamese context. Future research
on this topic should consider other data sources, methods, and related contexts.
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