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Abstract

This paper explores the legal challenges of combating cybercrime in Vietnam. We
used a legal doctrine method to review the updated Vietnamese legal frameworks,
consisting of substantive, procedural, and preventive cybercrime law. We then
combined the analysis of four cybercrime cases and in-depth interviews of seven
senior police officials to analyse the application of cybercrime law. The main find-
ings reveal that by updating its legal system, Vietnam has shown a determination
to prevent and disrupt cybercrime. Despite positive results, Vietnam’s fight against
cybercrime still faces legal challenges, including traditional and novel ones. Moreo-
ver, active and flexible approaches within Vietnam’s cyberspace management can
increase the effectiveness of combating cybercriminal activities; however, they can
cause concerns in balancing cybercrime control and human rights protection. These
approaches could then constitute a useful case study for other similar situations.

Introduction

Ranked 14™ worldwide in number of Internet users [1], Vietnam makes good use of
the technology revolution, as its Internet economy is described as ‘a dragon being
unleashed’, with a growth rate of over 40% per year [2]. However, Vietnam is con-
sidered one of the new emerging cybercrime centres, along with Brazil, North Korea,
India [3]. This negative position is due to the unfavourable statistics of cyberattacks
originating from or targeting Vietnam [4]. More particularly, Vietnam is among the top
countries concerning hacking capabilities, wherein domestic hacker groups, such as
vefamily and mattfeuter, have implemented cross-border cyberattacks to obtain bank
card data to steal money [5-9]. Financial incentives are not the only motivation for
cybercrime in Vietnam. The 2016 cyberattacks on Vietnam’s airports were assumed to
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be ‘politically-coloured’” from the outside under sea-related tensions between China and
Vietnam [10]. One year later, another series of cyberattacks on the same victims were
committed by two domestic teenagers for the purpose of showing off their talents [11].
Child pornography and copyright infringement are other main concerns of this nation
[12], which is listed among countries with a high rate of unlicensed software use (74%)
[13].

To cope with its negative reputation of cybercrime, Vietnam has implemented sig-
nificant efforts to regulate cyberspace behaviour. Legal challenges are often considered
one of the main factors influencing the effectiveness of the fight against cybercrime
worldwide [14]. Similarly, Vietnamese legal framework has loopholes that create
obstacles and even failures to bring suspects to justice [4, 12]. Vietnam has recently
attempted to fill these legal loopholes, which has had certain positive results. Due to
the update of cybercrime law, Vietnamese law enforcement agencies (LEAs) have a
legal basis to crack down on many cybercriminal groups. For example, after the Penal
Code criminalised the behaviour of sharing stolen bank card data in 2009, a series of
Vietnamese hacking forums have been disrupted because of the cooperation between
Vietnamese LEAs and their counterparts. In 2013, Vietnam, the US, and the UK estab-
lished unprecedented cooperation in disrupting the mattfeuter gang, regarded as one of
the world’s major carding networks [6, 15]. While studies of legal issues are important
to combat cybercrime, little information has been published about these issues in Viet-
nam, despite the fact that it is considered a hotspot of cybercrime [3, 4]. Therefore, the
approach from the Vietnamese context should be critically examined to better under-
stand the legal landscape concerning cybercrime worldwide.

Against this backdrop, this present study discusses how well the Vietnamese legal
system can combat cybercrime. It focuses on Vietnam’s attempts to regulate cyber-
space by filling legal loopholes, and clarifies practical obstacles and their solutions
when Vietnamese LEAs apply cybercrime law. To this end, the study first uses a
doctrinal legal method to review the updated substantive, procedural, and preven-
tive law of Vietnam. Furthermore, the research examines criminal profiles of four
famous case studies and interviews with high-ranking, high-tech crime police
(HTCP) officials to provide a more comprehensive understanding of practical issues.

This paper begins by providing a background of global legal challenges in com-
bating cybercrime. The second section describes the methods for collecting and
analysing data. Subsequently, the third section presents research findings, including
legal challenges related to substantive criminal law, procedural law, and preventive
law. Next, the fourth section focuses on the distinctive characteristics of Vietnam’s
cybercrime law and legal challenges. Finally, the paper concludes with recommen-
dations for Vietnamese cybercrime-related policy, study limitations, and topics for
future research.

Legal barriers to the fight against cybercrime: A global perspective
Cybercrime law is vital for the prevention and disruption of cybercrime. It covers a

wide range of contents, including criminalisation, criminal procedure, international
cooperation, jurisdiction, the rights and liabilities of individuals and organisations,

@ Springer



Legal challenges to combating cybercrime: An approach from... 233

and other criminal justice matters in cyberspace [16], p. 52). It can be divided into
substantive criminal, procedural, and preventive law [17]. Substantive criminal law
regulates criminal behaviours as crime and enacts punishments for culprits. Pro-
cedural law guides the processes of applying substantive law and investigating,
prosecuting, and adjudicating cybercrime cases. Where substantive criminal and
procedural laws focus on bringing suspects responsible for past behaviours to jus-
tice, preventive law aims to prevent cybercrime or mitigate risks/consequences of
cybercrime.

While cybercrime is considered one of the fastest increasing forms of transna-
tional crime [18], each country has its own criminal legal system. Hence, it may
be difficult for countries to trace and arrest cybercriminals located in other coun-
tries [14, 19]. In this situation, the harmonisation of law is required,however, this
mission is not simple. Only 79% countries have adopted cybercrime legislation, and
the share varies by region from 89% in Europe to 72% in Africa [20]. Under the
principle of dual criminality, international cooperation can face obstacles when the
requested nation does not have any specific legislation covering the cybercriminals’
act [21-23]. Moreover, cybercrime investigation is heavily based on digital evidence
that still lacks a clear legal status in certain countries [16], p. 165). Consequently,
countries with insufficient legislation have a high risk of becoming safe havens for
cybercrime.

The international community’s different opinions about cyberspace may result in
the lack of the harmonisation of cybercrime law. The concept of cyber sovereignty,
as a significant factor in establishing cyberspace regulations, is still controversial,
with three main disputes over its contradictions with the spirit of the Internet, with
human rights, and with the involvement of multi-stakeholders in governance [24].
Furthermore, there has been an increase in the operation of ‘state and state-spon-
sored cybercrime’ groups such as PLA Unit 61,398, Unit 8200 [25], which indeed
causes many countries to turn a ‘blind eye’ to such cybercrime. Many countries
can use cyberattacks as a new weapon against their rivals [26]. A series of cyberat-
tacks, for example, have been alleged by the US and its allies against China, Russia,
and vice versa [26, 27]. As a result, it is difficult to reach a global harmonisation of
cyberspace regulations.

There are international and regional treaties concerning cybercrime; however, the
international community still lacks a universal convention on cybercrime. Some uni-
versal conventions like the United Nations Convention against Transnational Organ-
ised Crime and the United Nations Convention on the Rights of the Child cover a
wide range of illegal behaviours but do not focus on cybercrime or cyber-related
crimes. The Council of Europe’s Convention on Cybercrime, also known as the
Budapest Convention, was a milestone of harmonising the international community
against cybercrime, as it is the first international binding legal instrument [28, 29]. It
was supplemented by a 2003 Protocol on xenophobia and racism committed through
computer systems. This Convention provides guidance to amend national laws and
enhance international cooperation against cybercrime. Despite the requirement of
update, it is the most widely ratified international convention on cybercrime. It was
opened for signature by all states two decades ago,as of January 2021, roughly 70
nations have signed and ratified the Convention [30]. Some countries like China,
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Russia, and India have refused to adopt the Convention, opposing it as an infringe-
ment of national sovereignty [31].

Several cybercrime-related instruments have also developed at the regional level,
including but not limited to the Agreement on Cooperation in Combating Offences
related to Computer Information of Commonwealth of Independent States (2001),
the Council of Europe Convention on Protection of Children against Sexual Exploi-
tation and Sexual Abuse (2007), the Agreement among Member States of Shang-
hai Cooperation Organisation on Cooperation in the Field of International Informa-
tion Security (2010), the Arab Convention on Combating Information Technology
Offences (2010), the Model Law on Computer Crime and Cybercrime of South-
ern African Development Community (2012), and the African Union Convention
on Cyber Security and Personal Data Protection (2014). In 2019, a new Russian-
drafted resolution on cybercrime was approved by the United Nations Member Body
through a vote of 79-60 with 33 abstentions [32]. Differing from the Budapest Con-
vention, it employs a spirit of Internet sovereignty that has received strong objec-
tions from major members of the Budapest Convention like the US, UK, and Euro-
pean Union [33]. Thus far, the international community’s attempts to reach a global
convention on cybercrime have been insufficient.

The jurisdictional issue in cyberspace is a complicated area for lawmakers; it has
become a challenge for LEAs to fight transnational cybercrime [22]. There are often
complex circumstances to decide whether jurisdiction should be based on a ‘territo-
riality principle’, ‘nationality principle’, ‘effects principle’, ‘protective principle’, or
‘universal principle’ [34]. The jurisdictional issue can become more serious with the
political tension of relevant sides. For example, CNN reported controversial extradi-
tions of Taiwanese cybercriminals to Mainland China [35]. Based on an extradition
treaty with China, Spain extradited 94 Taiwanese criminal suspects of phone scams
to China in 2019. These Taiwanese suspects, together with Chinese suspects, had
migrated to Spain to defraud victims in Mainland China through phone scams. A
Spanish court agreed to hand all suspects over to the Chinese authorities by stat-
ing that all victims were Mainland Chinese. Similar decisions have recently been
implemented by many countries in Africa and Southeast Asia concerning Taiwanese
suspects in phone scam cases to Mainland China. While Beijing has praised these
decisions, Taiwan has often objected to them, calling such acts ‘a gross violation of
basic human rights’. These decisions have been made amid increasing political ten-
sions between China and Taiwan across the Taiwan Strait. Beijing has adopted the
‘one China’ policy while Taiwan still runs its own judicial, political, foreign policy,
and economic system.

There are no globally agreed rules of a priority system to solve such juris-
dictional conflicts, as some international instruments recommend different
approaches. For example, the negotiation among concerned states is the first
approach adopted by Article 15 of the United Nations Convention against Trans-
national Organized Crime and Article 22 of the Budapest Convention. Addi-
tionally, Article 30 of the Arab Convention provides the instruction to adopt a
priority: ‘protective principle’, ‘territoriality principle’, and ‘nationality prin-
ciple’. Eurojust (or the European Union Agency for Criminal Justice Coop-
eration) issued guidelines with main factors that should be considered when

@ Springer



Legal challenges to combating cybercrime: An approach from... 235

solving judicial conflicts. Accordingly, competent authorities can evaluate vari-
ous factors like territoriality, suspects, evidence, witnesses, victims, and crimi-
nal procedures [36].

The revolution in information and communications technology (ICT) has
recently led to more novel challenges in the fight against cybercrime. In the
circumstances relating to extraterritorial evidence, legal barriers have emerged
in identifying and collecting digital data from cloud storage and service pro-
viders [37]. Cloud data can be scattered across numerous servers and multi-
ple countries,hence, it is a complicated task to clarify where data are located
and which jurisdiction applies. This challenge is illustrated in United States v.
Microsoft [38], in which American LEAs required Microsoft to provide digital
evidence of a criminal case. In response, Microsoft did not transfer American
LEAs the requested content because the data were stored in Dublin and Ireland.

Moreover, the birth of cryptocurrencies, like Bitcoin, has sparked debates
about their legal status in many countries [39]. Cryptocurrencies can assist
criminals in conducting crime with anonymity, making it difficult for LEAs to
trace culprits [3, 40]. The lack of regulations of cryptocurrencies can cause dif-
ficulties in solving relevant cases. Furthermore, private sectors play a significant
role in coordinating with LEAs to suppress cybercrime [41]. They save crucial
information on criminals’ identities and activities, however, issues emerge when
they must balance cooperating with LEAs and protecting the rights of customers
[17].

Thus, scholars have pointed out that legal challenges could hinder the global
fight against cybercrime. Legal challenges can originate from the loopholes or
nature of substantive, procedural, and preventive law. They can exist in every
country, including under-developed, developing, and even developed ones with
strong legislation. Vietnam is still a developing country but has a high speed of
ICT development. Vietnam is considered a hotspot for cybercrime; the coun-
try must update its legal system to cope with the increasing threats of cyber-
crime. The knowledge of legal issues can enable the effectiveness of the fight
against cybercrime. However, little is known about Vietnamese cybercrime law
and its application in fighting cybercrime. This study will clarify the Vietnam-
ese legal framework and the extent of legal challenges to combating cybercrime,
which can contribute to a better understanding of the global legal landscape on
cybercrime.

Method

The research has applied both doctrinal legal research and empirical legal
research methods. First, the study presents a brief review of the development of
Vietnamese cybercrime law and compares it with international law. Furthermore,
the study combines the data collected from four cybercrime cases and in-depth
interviews with senior police officials to clarify practical obstacles relating to the
Vietnamese cybercrime law.
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Doctrinal legal research

As a method to systematically examine problems of the law within an appropriate
framework, doctrinal legal research has been widely used by lawyers, judges, and
legal researchers since the nineteenth century [42, 43]. In this paper, secondary data
from law books, law articles, journals, and newspapers related to the update of the
substantive, procedural, preventive law of Vietnam were collected to clarify Viet-
nam’s efforts to develop its criminal system to be more compatible with international
standards. Due to its capacity to predict future developments and explain difficulties
[42, 44], doctrinal legal research was applied to the provisions of Vietnamese law
in comparison to international law (in this case, the Budapest Convention, together
with the Additional Protocol). The Budapest Convention has been regarded as the
first international convention with a broad impact despite being the subject of cer-
tain critiques. Therefore, although Vietnam is not a member of the Budapest Con-
vention and has not shown a likelihood of participation, the comparison is expected
to provide the first insights into cybercrime regulation, after which the authors focus
on practical challenges via data collected from case studies and interviews.

Case selection

The authors accessed the library of the Vietnamese Police Academy to find the main
information about cybercrime cases which were investigated by the HTCP Depart-
ment (now known as the Department of Cybersecurity and Counter High-tech
Crime). The HTCP Department is the central agency for investigating cybercrime,
establishing and implementing international cooperation against transnational
cybercrime inside the Vietnam Ministry of Public Security (MPS). In addition, the
researchers examined annual reports of the HTCP Department, from its inception
in 2010 until its end in 2018, when it merged with another organisation to become
the Department of Cybersecurity and Counter High-tech Crime. Subsequently, as
a compulsory requirement within the internal police force of Vietnam, an official
letter from the President of Police Academy was sent to this organisation to allow
the researchers to access police files and interview representatives. The researchers
were officially permitted to access police files of four cases, which provided unique
insights into legal challenges and solutions when applying cybercrime regulation in
practice. Police documents included reports of investigative methods, such as obser-
vation, house searches, controlled delivery, data collection, and deportation.

Interview

Semi-structured interviews were conducted with elite participants, who are leaders
or senior investigators of the Department of Cybersecurity and Counter High-tech
Crime. The snow-ball technique was applied to find interviewees. The researchers
exploited the Police Academy’s personnel database to establish relationships with
senior police officials. Nine police officials were contacted for interviews; however,
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only seven agreed to attend interviews, which lasted 45-60 min. One was in charge
of directing the investigation of two cases; three were senior investigators, each
directly involved in one case, and the remaining three were senior officials who had
significant experience in investigating transnational cybercrime (Appendix Table 1).
To ensure personal confidentiality and the rights of officials of Vietnamese LEAs,
all seven interviews were not recorded. Handwritten notes were predominantly used,
first in the Vietnamese language, which were then translated into English before
entry, for analysis. NVivo 12 software was used for descriptive transcription on
Windows.

Thematic analysis

As a flexible approach, thematic analysis was used to analyse the collected data. As
one of the most common approaches in qualitative research analyses, it focuses on
identifying and analysing themes (or patterns) within data [45, 46]. This research
applied six steps, as suggested by Braun and Clarke [45], consisting of familiariz-
ing with the data, generating initial codes, searching for themes, reviewing themes,
defining themes, and producing the report. The study used an inductive approach,
rather than a deductive approach, to identify the main themes and sub-themes.
Accordingly, driven mainly by data, three main themes were selected, including
‘substantive criminal law’, ‘procedural law’, and ‘protective law’; within each main
theme, there are three sub-themes of ‘main contents’, ‘legal issues’ and ‘practical
consequences’. These themes and sub-themes were used to analyse the entire body
of data to clarify the research question. All relevant data extracts were collated into
groups identified by these themes and sub-themes.

Results
Substantive criminal law

According to the criminal policy of Vietnam, only behaviours that are regulated
by the Penal Code are crimes. Before 2010, many dangerous cyberspace-related
behaviours were not regulated under the Penal Code. Since 2010, when the 1999
Penal Code (amended in 2009) became valid, many dangerous cyberspace-related
behaviours were regulated by the legal systems of Vietnam. The 1999 Penal Code
(amended in 2009) was valid from 2010 to 2017. Afterward, the Penal Code of 2015
(amended in 2017) has been valid since 2018. The new code has one specific section
titled ‘Offences against Regulations on Information Technology and Telecommuni-
cations Network’, consisting of nine articles regarding what is often recognised as
cybercrime. Besides these, many other criminal behaviours related to cyberspace,
such as infringement upon copyright and child pornography, are regulated in other
sections of the two penal codes.

Judged by the standards of the Budapest Convention, the newest Penal Code of
Vietnam appears adequate (see Appendix Tables 2, 3). The Budapest Convention
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recommends samples of criminal offences that should be adopted by each party
under domestic law. Vietnam is not a member of the convention; however, the
current Vietnamese Penal Code of 2015 covers the core cybercrimes of the Buda-
pest Convention. Certain cyber offences of the Budapest Convention can be com-
patible with two or three Articles that are regulated by the Vietnamese Penal
Code. In certain cases, based on the description of specific behaviours, cyber
offences of the Budapest Convention can be prosecuted based on Articles of tra-
ditional crime under Vietnamese legislation.

For example, ‘illegal interception’ referred to in the Budapest Convention is
covered by two Articles of the 2015 Vietnamese Penal Code. ‘Illegal intercep-
tion’, regulated by Article 3 of the Budapest Convention, concerns the violation
of the confidentiality of computer data and systems. Similarly, in Vietnam, the
behaviours of ‘illegal interception’ include listening to, monitoring, surveilling,
or recording conversations illegally, through technical means. This could be
prosecuted by Article 159 or Article 289 of the 2015 Penal Code. Therefore, if
these behaviours are not implemented with complicated techniques, ‘illegal inter-
ception’ can be addressed by Article 159 of the 2015 Penal Code, which states:
‘Infringement upon other persons’ confidentiality and safety of mail, telephone,
telegraph, or other means of private information exchange’. This does not focus
on the technical aspects of interception, but on the traditional confidentiality of
citizens’ rights. However, if ‘illegal interception’ is a subsequent step of illegal
access at a high degree of technology, this behaviour can fall under Article 289 of
the 2015 Penal Code, which states: ‘Illegal infiltration into the computer network,
telecommunications network, or electronic device of another person’.

The loopholes of the previous penal codes significantly impacted the practice
of LEAs in combating cybercrime. For example, before 2010, the behaviour of
sharing sensitive data, such as stolen bank card information, had not been a crime
because the 1999 Penal Code did not cover such behaviour. Accordingly, before
2010, there was no legal basis to prosecute transnational cybercrime groups who
shared or purchased stolen bank card data. Many underground websites con-
structed by Vietnamese hackers were used popularly as a meeting point where
Vietnamese and foreign members exchanged bank card data [5]. However, since
2010, the behaviour of exchanging and uploading bank card data illegally has
been regulated by the penal code. The update establishes the ground for coopera-
tion between Vietnamese LEAs and their counterparts to shut down many carding
forums.

On the basis of the updated legal framework, in 2013, one of the world’s larg-
est carding forums, run by Vietnamese hackers, was cracked down on by the joint
operation known as 226 T between the Vietnamese MPS, Serious Organised Crime
Agency (SOCA), and Federal Bureau of Investigation (FBI). Operating at least
from 2009 to 2013, Van Tien Tu and other accomplices designed the mattfeuter
underground sites, with approximately 16,000 members. The mattfeuter gang was
estimated to have traded in 1.1 million pieces of stolen bank card data, causing at
least US$200 damage to global victims. When discussing the legal challenges of
this case, the senior investigator, 103, who was also responsible for investigating the
case, shared the role of the legal basis as follows:
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The cooperation [between SOCA, FBI, and HTCP Department of Viet-
nam] was unprecedented, especially because it lasted for a long time [from
August 2009 to May 2013]. One difficulty was that in the first period, the
behaviour of uploading and sharing bank card data on the Internet was not
regulated strictly under the 1999 Penal Code. When the new version of
Penal Code [amended in 2009] was valid, the principle of dual criminal-
ity was guaranteed. Owing to the cooperation between Vietnam and coun-
terparts, beside the mattfeuter forums, many Vietnamese carding forums
such as vefamily.com and vietexpert.info were cracked down in this period.
(Interview #3)

The 2009 amendment of the 1999 Penal Code updated almost all behaviours
of cybercrime, but there were also related issues [47, 48]. For instance, before
2018, when the 2015 Penal Code became valid, the behaviour of collecting and
storing illegal bank card data created a potentially difficult prosecution. Despite
the danger, these behaviours were not strictly ruled out in the old version of the
penal code. If law enforcement forces wanted to bring these dangerous acts to
justice, they used another article about computer fraud. As a result, before 2018,
it was not easy to prosecute suspects with only the behaviour of stealing bank
card information or their further illegal activities could not be clarified beyond
a doubt.

Under the expansive growth of cryptocurrency, many countries have issued
policies and laws on this subject [39]. The anonymity makes it open to cyber-
crime and other illegal activities such as money laundering and tax evasion. In
Vietnam, cryptocurrency is not a legal means of payment, which is determined
by Official Dispatch 02/CT-NHNN enacted by the State Bank of Vietnam on
April 13, 2018. Accordingly, the issuance, supply, and use of cryptocurrency for
payment instruments are not allowed in Vietnam. However, investment activ-
ity and business relating to cryptocurrency are not clearly defined as prohibited
actions. This means that cryptocurrency is banned as a means of payment but is
allowed to be traded in Vietnam. The Vietnamese government is on the road to
establishing a legal framework for cryptocurrency.

While the regulations of cryptocurrency are still being constructed, illegal
activities concerning cryptocurrency have occurred with serious financial conse-
quences. Some companies fabricate virtual investment projects to collect invest-
ment capital, which is a type of cyber fraud in nature. In 2018, a Vietnam-based
startup Modern Tech was accused of appropriating about US$660 million. Mod-
ern Tech advertised its cryptocurrencies iFan and Pincoin with a huge monthly
interest of at least 48%. Members could also receive large commissions for
introducing new members. However, after more than 32,000 customers invested
in iFan and Pincoin, they could not withdraw their investment in cash. Although
the trade of cryptocurrency is not prohibited in Vietnam, there is no unified view
about whether cryptocurrency is a type of asset [49]. Consequently, LEAs face
difficulties when solving cases in which cryptocurrency is stolen or obtained
illegally, as Vietnamese criminal law regulates only assets as the target of fraud
and theft behaviours.
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Procedural law

Concerning regulations about procedure, since 2010, investigations and proceed-
ings against cybercrime in Vietnam have been based on two criminal procedure
codes and one law. From 2010 to 2017, the powers and procedures of processing
criminal cases were laid out in the 2003 Criminal Procedure Code. Since 2018, the
2015 Criminal Procedure Code has been in force. Both codes play an important
role in regulating matters of international cooperation in criminal proceedings. This
includes articles specifying principles for international cooperation, judicial assis-
tance, extradition, and the transfer and receipt of files, documents, objects, exhibits,
and money related to criminal cases. Additionally, the Law on Mutual Legal Assis-
tance that was enacted in 2008 has created a legal foundation for mutual legal assis-
tance and the extradition and transfer of convicts.

One primary challenge related to procedure law is that the term ‘digital evidence’
is not included in the 2003 Criminal Procedure Code. Therefore, before the 2015
Criminal Procedure Code was enacted, there was a dispute about whether digital
evidence was accepted. The lack of procedural laws on digital or electronic evidence
plagues the global fight against cybercrime [16, 50], p. 165). The Budapest Con-
vention, opened for signature in 2001, suggests that each state adopt legislative and
other measures to preserve, search for, and collect digital evidence. After nearly two
decades, digital evidence was officially regulated in the 2015 Criminal Procedure
Code of Vietnam. Accordingly, preservation, search, access, and collection of digital
data are under Articles 88, 99, 107, and 196 of the 2015 Criminal Procedure Code.

The HTCP Department [5, 6, 48] emphasised the lack of regulation for digital
evidence as a major challenge hindering the effectiveness of investigating and pros-
ecuting cybercrime. Before the 2015 Procedure Code, to prosecute cybercriminals,
digital evidence often had to be printed into traditional documents, although such
requirements could take a long time. Even computer printouts caused disputes about
the admissibility of digital evidence when evaluating the originality of evidence.
The update of adding digital evidence into the 2015 Criminal Procedure Code is
a crucial step to create a legal basis for digital forensics. However, LEAs still cope
with practical obstacles since there is currently no clear guideline for the authen-
tication and integrity of digital evidence. The methods of collecting, analysing,
and presenting digital evidence are not unified, as the application of digital foren-
sics depends heavily on practitioners’ qualifications and views. One decade after its
founding, the Vietnamese HTCP still faced challenges relating to technical snags
and human resources [11]. The ability of law enforcement officials, especially
at local police stations, is limited when processing digital evidence. They are not
equipped and well trained to use specialized tools for digital forensics. This issue
indeed has a negative impact on the admissibility of digital evidence when it is used
to solve cybercrime cases.

As an enthusiastic member of the international community against transnational
crime, Vietnam has participated in multilateral instruments on criminal matters
(e.g. the United Nations (UN) Convention against Transnational Organised Crime,
the Association of Southeast Asian Nations (ASEAN) Treaty on Mutual Legal
Assistance in Criminal Matters, the 2003 Cybersecurity Strategy of Asia—Pacific
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Economic Cooperation (APEC), and the ASEAN Declaration to Prevent and Com-
bat Cybercrime at the 31st ASEAN Summit). Such movements seek to advance
Vietnam’s cooperation with the international community against transnational
crime. Additionally, Vietnam had signed 21 bilateral treaties regarding mutual legal
assistance and 11 bilateral treaties about extradition as of July 2017 [51]. However,
these bilateral instruments seem outdated in combating cybercrime. The content of
these treaties focuses on traditional crimes rather than cybercrime, while the fight
against cybercrime requires more special mechanisms of cooperation concerning
digital data, 24/7 network.

Applying jurisdictional principles can be a challenge for international cooperation
against transnational cybercrime, as more than one country asserts jurisdiction over
one specific cybercrime case [22, 34]. In 2015, 24 Chinese and Taiwanese criminals
entered Vietnam and hired two apartments in Ho Chi Minh City to implement phone
scams in Mainland China. Vietnamese sovereignty was used as the operational base
for foreign offenders to implement transnational crime scripts. Vietnamese LEAs
carried out Operation TQ2015 and cooperated with LEAs of Mainland China and
Taiwan to solve this case. There was an argument over an appropriate approach
to jurisdiction among relevant parties. Under the ‘territoriality principle’, the case
could be solved within the jurisdiction of Vietnam, where the criminal behaviours
occurred. The ‘effects principle’ and ‘protective principle’ could also be invoked
when all victims were Chinese. However, lastly, after close dialogues among the
counterparts, Vietnam handed Chinese suspects over to Chinese authorities while
Taiwanese suspects were transferred to Taiwanese authorities.

Interviewee 104 explained the reason for applying the national principle in case
CO03 and other similar cases in Vietnam:

This case is a typical one in which a big group of Chinese and Taiwanese
offenders brought tools to enter Vietnam to set up the system of fraudulent
VoIP calls. They used the Vietnamese Internet infrastructure to implement
phone scams on Chinese victims. All offenders and victims were Chinese.
Vietnam did not receive any harm. The transfer of the case was based on legal
frameworks and bilateral agreements [between Vietnam and Mainland China
and Taiwan]. LEAs of Vietnam transferred the case, but foreign counterparts
had to inform the result of the criminal process and response to the requests of
Vietnam. (Interview #4)

International cooperation between law enforcement must cope with differences
in procedural legal systems [50, 52]. This challenge was clearly shown by analys-
ing the data of Operation 129 T. In the period of 2008 to 2010, Vuong Huy Long
and other accomplices joined the website vefamily.com (consisting of around 2,000
members) to buy and sell stolen credit card data. Vietnamese hackers attacked for-
eign websites to obtain credit card information. Afterwards, they used stolen credit
card data to buy products online from American websites. To prosecute criminals,
Vietnamese LEAs implemented Operation 129 T and attempted to set up interna-
tional cooperation with the US Department of Homeland Security. However, there is
a sizeable difference in the results of cooperation between the LEAs of Vietnam and
America in Operations 129 T and 226 T. In the mattfeuter case (Operation 226 T),
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information from criminals’ Gmail and Yahoo accounts and carding websites hosted
in America could be easily obtained by Vietnamese HTCP with the support of the
FBI. However, in the vefamily case (Operation 129 T), Vietnam’s LEAs could not
establish international cooperation effectively with their American counterparts.

The analysis of investigation documents and interviews indicate that the fail-
ure of the vefamily case was a result of the difference between the two countries
regarding the requirement to collect data. Vietnam’s procedural legal system does
not always require a court warrant to access data (see the 2015 Criminal Procedure
Code and the Law on Cyber Security). However, a court warrant is often a compul-
sory requirement for American LEAs when approaching data [53, 54]. To explain
this, senior investigator, 102, who was also in charge of the mattfeuter case, shared
the following:

The first point of setting up international cooperation was implemented by the
US LEAs. After receiving a request [from their US counterpart], Vietnamese
police carried out Operation 226T to clarify the suspects. Under the operation,
Vietnamese police requested [the FBI] to support in collecting information
about victims, banks, websites, and mails hosting in the US. At this time, the
US Department of Justice filed charges against Vietnamese suspects of trans-
national fraud networks, therefore with a court order, the American LEAs were
quick to clarify the information, and then responded to Vietnam’s requirement.
(Interview #2)

However, investigator 103 of the vefamily case explained the negative result of
international cooperation as Vietnamese LEAs could not provide necessary docu-
ments requested by American LEAs in this case:

Operation 129T was established and implemented first by the HTCP Depart-
ment [of Vietnam]. When we sent the request of supporting data collection to
the US Immigration and Customs Enforcement (ICE), ICE required us to sub-
mit more evidence and documents which satisfied their domestic legal system.
According to the American law, a court warrant should be generally issued
before LEAs get data. We failed to provide the requested documents because
the investigation was only at the first stage. We could not obtain the court war-
rant. [In Vietnam], when we set up an investigative operation, we are allowed
to implement some specialized methods to collect information without the
court warrant. (Interview #3)

In comparison with informal mechanisms of international cooperation, for-
mal ones, such as extradition and mutual legal assistance, have not been used as
much. In all three case studies, informal forms of international cooperation were
used for sharing information, collecting evidence, and arresting culprits. In Oper-
ation TQ2015, foreign suspects were also illegal immigrants who violated Viet-
namese regulations about residence management. Vietnam transferred the inves-
tigative documents and deported foreign suspects to Mainland China and Taiwan
based on the 2014 Minute of 4th Conference about Countering Crime, signed by
the Vietnamese MPS and the Chinese MPS; the 2012 Agreement between the
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Vietnam Economic and Cultural Office in Taipei and the Taiwanese counterpart.
In this case, ‘deportation under the control of LEAs’ removed foreign suspects
from Vietnam with fast-track procedures. After receiving suspects, the counter-
parts took over the case, and officially arrested them inside their territory or inter-
national zones.

The informal form of international cooperation via the INTERPOL chan-
nel is used popularly (instead of mutual legal assistance) by Vietnamese LEAs.
In Vietnam, to some extent, the evidentiary requirements of investigations and
prosecutions may be accepted using the INTERPOL channel. Evaluating the role
of formal and informal mechanisms of international cooperation in combating
cybercrime, interviewee 104 shared the following:

Vietnam has entered many treaties, at both bilateral and multilateral levels.
This movement creates a legal basis for establishing and carrying out for-
mal international cooperation in combating cybercrime. However, the tra-
ditional mechanism [of formal international cooperation] often takes a long
time and complicated procedures. Whereas, sharing information related to
cybercrime requires quick speed. To investigate cybercrime, 24/7 networks
are vital. Time is gold! (Interview #4)

According to the function of INTERPOL, its I-24/7 network is an informal
communication channel that assists law enforcement officers of all member coun-
tries in sharing information and in coordinated operations with counterparts [55].
Via INTERPOL, Vietnamese police forces have received many requests from
their counterparts to investigate suspicious information about cybercrime [5-7].
In the vefamily case, on 18 December 2009, via the Vietnam INTERPOL Office,
the HTCP Department received the FBI's request to clarify information about
suspicious IP addresses. In the mattfeuter case, the HTCP Department cooper-
ated with SOCA and the FBI through the Vietnam INTERPOL Office to exchange
information and conduct a ‘controlled delivery’ method to trace suspects. How-
ever, the efficiency of international cooperation via INTERPOL is called into
doubt when, in some situations, there are no responses from counterparts when
the Vietnamese police forces send requests. Evaluating the efficiency of the
INTERPOL network, interviewee 101 explained the following:

INTERPOL with its 1-24/7 network has provided substantial support to
Vietnamese cyber police in sharing information related to cybercrime. How-
ever, the result of cooperation is not all positive, maybe because INTER-
POL covers a wide range of crimes and it does not create a binding mecha-
nism for cooperation. In some cases, when Vietnamese police forces sent
a request for cooperation to counterparts [via INTERPOL], there were no
responses. I think that a 24/7 network that specialises in cybercrime is more
important for assisting Vietnamese police forces in sharing information and
carrying out transnational operations with their counterparts (Interview #1).

With the acknowledgement of a call for a 24/7 network that specialised in
cybercrime, the Vietnam HTCP Department joined the G8 24/7 High Tech Crime
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Network in 2015. The G8 24/7 contact points create a quick procedure for receiv-
ing and sending requests. In 2016, the HTCP Department received and processed
fire requests from their counterparts via the G8 24/7 network [56]. In 2017 and
2018, the number of requests processed were seven and four, respectively [11,
57]. The participation of the Vietnamese cyber police in the G8 24/7 network
shows the strong commitment of Vietnam in international cooperation against
cybercrime.

Preventive law

The principle of cyberspace sovereignty is a core element of Vietnamese preventive
regulation against cybercrime. Article 2 of the 2018 Law on Cybersecurity defines
the term ‘national cyberspace’ as cyberspace established, managed, and supervised
by the government. The journal Communist Review: The Organ of Political Theory
of Communist Party’s Central Committee states that the assurance of national sover-
eignty is to protect the sovereignty of the territory, land area, sea area, sky area, and
cyberspace [58]. Cyberspace territory includes information areas that the state man-
ages and controls directly or indirectly with policies, regulations, and technology
capacities,it is a part integrated into the national territory [59]. All these statements
prove that cyberspace activities must be under the Vietnamese government’s man-
agement under the principle of national sovereignty.

The central task of ensuring cybersecurity is assigned to the MPS. Based on
Article 8 and Article 36 of the 2018 Law on Cybersecurity, police forces are in
charge of presiding over coordination with other Ministries to protect cybersecurity
and combat cybercrime. Before 2018, the MPS had two main entities dedicated to
cybercrime and cybersecurity, including the HTCP Department and the Cybersecu-
rity Department. They are called Cybersecurity Task Forces inside MPS. In 2018,
both agencies merged into the Department of Cybersecurity and Counter High-tech
Crime.

Joint liability is at the core of the mechanism of protecting cybersecurity. Cyber-
security Task Forces are organised under the MPS and the Ministry of National
Defence. Differing from the role of the MPS, the Ministry of National Defence is
responsible for military information systems. In addition, based on Article 30 of the
2018 Law on Cybersecurity, other cybersecurity-related forces are to be arranged
at central and local agencies that directly manage important information systems.
Organisations and individuals can be mobilised to participate in protecting cyberse-
curity and combating cybercrime. Service providers are responsible for coordinating
with and facilitating Cybersecurity Task Forces to conduct the activities of protect-
ing cybersecurity. Thus, cybersecurity protection requires all organisations and indi-
viduals to cooperate with Cybersecurity Task Forces.

One of the most controversial aspects of cybersecurity policy is related to ser-
vice providers’ obligations. The Vietnamese government requires service pro-
viders to keep data and establish offices within the country (Article 26, the 2018
Law on Cybersecurity). Accordingly, even the cloud data of Vietnamese end-users
are required to be stored in Vietnam for a period of time. On the one hand, these
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regulations are evaluated actively and positively as creating a legal foundation for
protecting individual and national data, ensuring rights and legitimate interests in
cyberspace [60—62]. Moreover, such legislation supports cybercrime prevention and
investigation as Vietnamese LEAs can request service providers for cooperation
conveniently [60]. On the other hand, it has also been criticised for increasing cen-
sorship on personal freedoms,besides, technology companies must spend more fees
to operate their businesses in Vietnam [63, 64].

Discussion

Vietnam, as one of the emerging cybercrime centres [3], must implement many
solutions to deal with legal challenges in the fight against cybercrime. The update
of cybercrime regulations seems to be the most effective method, although the pro-
cess can be cumbersome. This review of the Vietnamese legal framework proves
that some loopholes of the older versions of the penal code were corrected under
the 2015 Penal Code (amended in 2017). More particularly, before 2010, only a few
dangerous behaviours related to information communications technology were regu-
lated as cybercrime. Since 2010, the number of cybercrime articles has increased.
Especially with the application of the 2015 Penal Code, the substantive criminal law
of Vietnam can be regarded as sufficient, compared to the Budapest Convention.

The Budapest Convention, which is itself nearly 20 years old, is evaluated as
inadequate and should be updated. Therefore, it is necessary to evaluate the ability
of Vietnamese cybercrime law to combat current cybercrime context. Accordingly,
the research can identify serious legal loopholes. More specifically, the lack of clear
regulations about cryptocurrency is problematic. Differing from certain countries
like Japan and the UK, which legalise cryptocurrency in their legal frameworks [39],
Vietnam bans its use as a legal form of payment. While the official legal framework
about cryptocurrency is being constructed, cryptocurrency is increasingly exploited
by cybercriminals, with serious consequences. This issue does impose negative
impacts on the prevention and disruption of cybercrime. Moreover, it can lead to
other issues concerning civil and business laws when the trade of cryptocurrency is
not prohibited. For example, tax agencies do not have a legal basis for collecting the
tax of business activities relating to cryptocurrency because it is not officially con-
sidered a type of asset. Hence, the Vietnamese government should respond quickly
to update regulations on cryptocurrency.

In comparison with substantive criminal law, procedural law seems to bear more
challenges in apprehending and prosecuting cybercriminals. The dissimilar legal
regulation of authorities and procedures is a unavoidable issue because each country
has its own legal system [21-23]. Moreover, despite being updated in the newest
Procedural Criminal Code, digital evidence still causes certain difficulties for LEAs.
Vietnamese LEAs lack unified guidelines for collecting, analysing, and using digital
evidence. Consequently, the admissibility of digital evidence can be impacted by the
ability and view of LEAs.

Additionally, jurisdiction in cyberspace could become another obstacle for LEAs to
fight transnational cybercrime [22, 34]. Operation TQ2015 illustrates a dispute about

@ Springer



246 T.Van Nguyen et al.

which jurisdiction should apply between the three states of Vietnam, Mainland China,
and Taiwan. In comparison with the Spanish case and other cases relating to Chinese
and Taiwanese suspects [35], Vietnam selected a different option based on the ‘unof-
ficial’ ‘national principle’. While Vietnam officially recognises the ‘one China’ policy
with only the People’s Republic of China, Vietnam-Taiwan relations are implemented
at an unofficial level. Moreover, in this case, Vietnam was not harmed when all sus-
pects and victims were foreign. With a close dialogue between Vietnamese LEAs and
partners, the last option was based on the ‘unofficial’ ‘national principle’. Chinese and
Taiwanese suspects were handled over to the respective authorities. This Vietnamese
approach may be useful for the adoption in other similar cases.

Vietnam is a member of certain multilateral and bilateral treaties. However, these
treaties often focus on traditional crimes rather than cybercrime, which requires spe-
cial forms of international cooperation relating to digital data and rapid information
exchange. These treaties regulate formal forms such as mutual legal assistance and
extradition that require complicated and time-consuming legal procedures. In practice,
Vietnamese LEAs tend to use informal forms that can increase the speed of exchang-
ing information and investigate transnational cybercrime. While in the Spanish case it
took two years to extradite Chinese and Taiwanese suspects [35], ‘deportation under
the control of LEAs’ could be an effective fast process in the Vietnamese case. Here
Vietnamese LEAs are based on residence management regulations to hand over ille-
gal immigrants to counterparts. In addition, the evidentiary standard via the INTER-
POL channel can still be somewhat accepted in prosecuting criminals. Furthermore,
the 24/7 networks of INTERPOL or G8 High Tech Crime Network also support Viet-
namese LEAs to help clarify suspicious information rapidly. Such flexible approaches
are expected to increase the effectiveness of counter-cybercrime methods while there is
still a lack of official treaties on cybercrime between Vietnam and others.

The preventive law of Vietnam emphasises the principle of sovereignty in cyber-
space. Accordingly, online behaviours must be regulated under the principle of
national sovereignty. Moreover, the 2018 Cybersecurity Law calls for compulsory
local storage of data by service providers, opening offices in Vietnam, and cooperat-
ing with LEAs when being requested. These regulations illustrate an active approach
of the Vietnamese government to combating cybercrime and other illegal activi-
ties. They permit Vietnamese LEAs to solidify their management over cyberspace
within Vietnamese borders. Simultaneously, they restrict access from outsiders to
data relating to Vietnamese end-users. However, they fuel debates about the balance
between cybercrime control and human rights [63, 64]. This approach of Vietnam
is different from the Budapest Convention, especially concerning Article 32, which
permits transborder access from outsiders to local data. It is similar to the new UN
Russian-drafted resolution, which also focuses on Internet sovereignty [33].

Conclusion
Vietnam can be evaluated as a cybercrime centre, and the Vietnamese govern-

ment definitely needs to implement various methods of combating cybercrime. The
amendment of cybercrime law shows a strong determination of Vietnam in the fight
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against cybercrime. In particular, the new version of the Vietnamese cybercrime law
covers a list of cybercrimes, as recommended by the Budapest Convention, wherein
some cybercrime behaviours can be processed under provisions of legislation on tra-
ditional crime. However, it still includes problematic issues, especially relating to
cryptocurrency, digital evidence, jurisdiction, dissimilar legislation, and individuals’
and organisations’ liability. Besides, active and flexible approaches are expected to
increase the effectiveness of preventing and disrupting cybercrime; however, they
can cause concerns over balancing cybercrime control and the protection of human
rights.

The update or correction of the legal system will have a major impact on each
country’s ability to combat cybercrime. The research findings have implications
for improving the legal system in Vietnam. First, a clear regulation about crypto-
currency is needed to prevent and interrupt illegal activities relating to cryptocur-
rency. The legal position of cryptocurrency should be clarified, such as whether it
is a form of currency or only a form of assets. This identification can create a legal
basis for protecting the rights of victims in cryptocurrency-related cyberfraud cases
and other related activities like business and tax collection. Second, Vietnam should
quickly enact unified guidelines of digital evidence that focus on how to authenticate
digital evidence, prove its integrity, and ensure its admissibility. Third, the flexible,
informal approach can be used effectively in certain situations; however, the for-
mal approach should be considered carefully to improve enduring countermeasures.
While the international community is still attempting to reach a universal conven-
tion on cybercrime, Vietnam should enhance formal cooperation with key partners
that are often relevant to cybercrime originating from or targeting Vietnam. Last, it
is important to balance cyberspace regulation and human rights protection. Cyber-
space regulation should be precise and avoid providing practitioners with opportuni-
ties for power abuse or unbounded discretion.

Although this study attempts to provide valuable insight into Vietnam’s approach
to the legal challenges against cybercrime, it has certain limitations. Interviews were
held with only seven high-ranking cyber police officials who were involved directly
in investigations of cybercrime. However, the fight against cybercrime can be rel-
evant to other forces as well, such as INTERPOL within MPS, the Supreme People’s
Procuracy, the Supreme People’s Court, and the Ministry of Justice. In addition, the
application of the cybercrime law in practice should be analysed more critically with
the examination of the background and training of LEAs, the attitudes of individuals
and organisations towards the current cybercrime law, and the trend of cybercrime.
Future research should consider larger samples of participants and other sources and
methods, to reach a more comprehensive finding.

Appendix 1
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Table 1 Interviewee information

Interviewee Age Rank Gender Note

101 46 Senior Colonel Male Directing investigation of
Operation 129 T, 226 T

102 39 Lieutenant Colonel Male Investigating Operation 129 T

103 37 Major Male Investigating Operation 226 T

104 35 Major Male Investigating Operation TQ2015

105 33 Captain Female

106 37 Major Male

107 40 Lieutenant Colonel Male
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